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1 Before Using the Smart Card
Solution

This chapter describes the Smart Card (CAC/PIV) solution and the items to be

confirmed.
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1 Before Using the Smart Card Solution

Preface

This guide is intended for use by Dell service providers and network administrators
responsible for the management of security appliances and software in the network
environment of the organization where the machine is installed, and describes the
setup procedures related to the Smart Card solution.

It may not include all options and settings available and configurable on the machine.

Please be aware that due to the differences in networks and needs, there may be
alternative settings required for each installation.

For information on the other features available for the machine, refer to the following
guidance.

e Dell C7765dn Color Multifunction Printer User's Guide

Conventions

» Thescreenshots and illustrations used in this guide vary depending on the machine
configuration, optional components installed, and operating system of your
computer. Some of the items in the screen shots may not be displayed or available
depending on the configuration of your machine.

» The procedures in this guide may vary depending on your environment.
» In this quide, "computer” refers to a personal computer or workstation.
» 'Note" in this guide provides additional information on operations or features.

» The following symbols are used in this guide:

A cross-reference included in this guide.

« Names of CD-ROM, features, and touch screen
messages and input text.

[ ] .« Folders, files, applications, button or menu names
displayed on the touch screen.

» Names of menus, commands, windows, or dialog
boxes displayed on the computer screen and their
buttons and menu names.

< > button - Hardware buttons on the control panel.

< > key - Keys on the keyboard of the computer.




Feature Overview

Feature Overview

The Dell Smart Card solution brings an advanced level of security to sensitive
information.

This ensures that only authorized users are able to copy, scan, print, e-mail, and fax
information.

Once validated, a user is logged into the machine for all features.

This functionality requires the use of PKI certificates that must be made available to
the machine. Once available, these certificates allow encryption and digital signing of
e-mail messages and digital signing of PDF and XPS (XML Paper Specification) files.




1 Before Using the Smart Card Solution

Supported Card Readers

The following card readers are compatible with the solution:
« SCR331

« SCR3310v2.0

Note e Other CCID compliant ISO-7816 card reader may function with the solution, but have not

been validated.

¢ For Dell technical support and downloads, visit del.com/support or contact Dell's
ProSupport Help Desk for assistance by calling 1-866-516-3115, or by e-mailing
imaging_Solutions_Support_CAC@dell.com.




Supported Card Types

Supported Card Types

The customer is responsible for purchasing and configuring the access cards. The
following card types are recommended:

Axalto Pegasus 64K / V2

Axalto Cyberflex 32K / V1

Axalto Cyberflex 64K / V2

Gemplus GemXpresso 64K / V2

Oberthur 72K / V2

Oberthur Cosmopoll 32K / V1

Oberthur D172K / V2 (contact-less and PIV)
Gemalto 72K PIV ENDPOINT

Gemalto 128K PIV ENDPOINT

Gemalto 144K PIV ENDPOINT

Note e Other card types may function with the solution, but have not been validated.

e For Dell technical support and downloads, visit dell.com/support or contact Dell's
ProSupport Help Desk for assistance by calling 1-866-516-3115, or by e-mailing
imaging_Solutions_Support_CAC@dell.com.




1 Before Using the Smart Card Solution

Compatibility

This solution is compatible with the following product and configurations:

Configuration Software Level CAC PIV
Dell C7765dn Controller ROM Ver. 2.205.0 Yes Yes
and later

] Press the <Machine Status> button on the control panel.

2 Select [Software Version] on the [Machine Information] screen.
You can identify the software versions of the components of the machine on the

screen.

10



2 Installation

This chapter provides instructions for installing and configuring the Smart Card
solution. There are four main installation procedures to follow in sequence.

o Hardware INSTallation ... 12
 Initial Settings Procedures Using Dell Printer Configuration Web Tool ...... 13
» Initial Settings Procedures Using Control Panel ..., 24

» Initial Settings Procedures Using Printer Driver of User Client ..................... 33



2 Installation

Hardware Installation

Connect your card reader to the available USB port.

12



Initial Settings Procedures Using Dell Printer Configuration Web Tool

Initial Settings Procedures Using Dell Printer Configuration Web Tool

This section describes the initial settings related to the Smart Card solution, and how
to set them on Dell Printer Configuration Web Tool.

Preparations for settings on Dell Printer Configuration Web ToOl...........c..cococooein. 13
S SS L TLS e 14
Import root CA and intermediate CA certificates for the Smart Card ..o 16
View the imported CA CertifiCates ... 17
S S T P e 17
SEUSIMIME oo 18
SEELDAP SEIVEI . oo 19
Set KErDEIOS SEIVET .o 20
Set Certificate Revocation Retrieval ... 21
St FIP S A0 22
Set User ID Case SENSITIVITY .o 23
Disable PlUG-IN SEEHINGS ... 23

Preparations for settings on Dell Printer Configuration Web Tool

Prepare a computer supporting the TCP/IP protocol to use Dell Printer Configuration
Web Tool. Dell Printer Configuration Web Tool supports the browsers that satisfy
"SSL/TLS" conditions.

] Open your Web browser, enter the TCP/IP address of the machine in the Address or
Location field, and press the <Enter> key.

Note e |f 3 certificate error screen appears, choose to ignore the error and continue.
Z Enter the System Administrator's ID and the passcode if prompted (default ID:
"admin”, default passcode: "11117).

J Display the [Properties] screen by clicking the [Properties] tab.

13



2 Installation

Set SSL/TLS

Installation of the card reader requires HTTP - SSL/TLS communication between a
network-connected computer and the machine.

] Click [Security] on the [Properties] screen.
2 Click [Machine Digital Certificate Management].
J Click [Create New Certificate].

Note e |f [Create New Self Signed Certificate] is displayed, click it and go to step 5.
4 Select [Self-Signed Certificate] and click [Continue].

5 On the each menu, make the following settings as necessary:
» Public Key Size

e |ssuer

« Days of Validity

RSA/SHA256 +
2048Bits +

365 (1-9999)

» Smart Card Settings

Del Printer Configuration Web Tool for Bl I 5" isfie ST s | 1

6 Click [Applyl.
/ Click [SSL / TLS Settings].

14



Initial Settings Procedures Using Dell Printer Configuration Web Tool

8 Check the [Enabled] box for [HTTP - SSL / TLS Communication] and [LDAP- SSL / TLS
Communication].
Note ® For the secure operation, you should check the [Enabled] box for [Verify Remote Server

Certificatel, and import the CA certificate. If SMTP server has SSL/TLS function and if you
want to use a secure e-mail, configure the [SMTP - SSL / TLS Communication].

4“3 (1-6533)

[CIEnabled
“Disabled

[JEnabled

/MIME Ce i Enabled

ThinPrint- SSL / TLS Communication:

Verify Remote Server Certifcat: ClEnabled

» Force 4 tion
» Job Status Default

» Plugin Settings
System Administrator Settings
» Smart Card Settings

Del Printer Configuration Web Tool for Jal | 1 i i s Ll a4

9 Click [Applyl.
70 Click [Reboot Machine] if prompted.

15



2 Installation

Import root CA and intermediate CA certificates for the Smart Card

Import root CA and intermediate CA certificates for the Smart Card, Kerberos server,
and OCSP responder.
Supported CA certificate formats
The CA certificate formats that can be used are as follows:
» DER encoded binary X.509 (.CER)
» Base 64 encoded X.509 (.CER)

» DER encoded binary PKCS #7 (.P7B)
Note ® Base 64 encoded PKCS #7 is not supported.

How to import the certificates

] Click [Security] on the [Properties] screen.
2 Click [Machine Digital Certificate Management].
J Click [Upload Signed Certificatel.

4 Enter a file name for the file you want to import, or select the file to be imported by
clicking [Browse].

Note ® | eave the password fields blank.

S

Properties

5 Click [Import].
6 Repeat steps 2 to 5 for each CA certificate.

Note ¢ Both root CA and intermediate CA certificates need to be imported to the machine to
establish a “Chain of Trust” for the certificates located on the operator's Smart Card.

16



Initial Settings Procedures Using Dell Printer Configuration Web Tool

View the imported CA certificates

The following steps are optional. You can check the imported CA certificates.

] Click [Certificate Management].

2 Select [Trusted Certificate Authorities] or [Intermediate Certificate Authorities].

Set SMTP

¢ X X X "
Jobs A Print

A Sean L Properties

o LecuDeice

@ sted Cotste Autnies
otemedite Crcte Ao
Otiess

Certificate Purpose: SSLServer +

Certi Issued To: Ascending

Display the list

» Smart Card Settings Del Printer Configuration Web Tool for el ™ s sk 1 ¥

Click [Display the list].

Configure the SMTP settings to use the Scan to E-mail service.

Click [Configuration Overview] on the [Properties] screen.

Click [Settings] for [E-mail].

Click [Configure] for [SMTP Server], and make the following settings:
 |IP Address/Hostname

» Port number

» Machine's e-mail address

» Login credentials to access SMTP server

Note e |f using Active Directory Authentication to the e-mail server, you should use the format

"user@domain” for the Login Name field.
» Login credentials for e-mail send

Note ® Dell Printer Configuration Web Tool requires the “Login Name” field to be filled if SMTP
AUTH is selected. If desired, you may enter an invalid user such as "none” if using the

"Remotely Authenticated User” option.

4 Click [Applyl.

17



2 Installation

Set S/MIME

Enable the S/IMIME communication to use the e-mail encryption and digital signature
features. To use S/MIME on the machine, a certificate issued by another CA is
required.

Creating a Certificate Signing Request (CSR)

G N W N~

Click [Security] on the [Properties] screen.

Click [Machine Digital Certificate Management].

Click [Create New Certificate].

Select [Certificate Signing Request (CSR)] and click [Continuel.
Make the following settings and click [Applyl.

» 2 Letter Country Code

e Organization Name

« Organization Unit

Note e Confirm that the e-mail address displayed here is the same with the machine’s e-mail
address configured in "Set SMTP" (P.17).

Click [Download] to save the CSR.

Email the file to a trusted certificate authority to be signed.

Uploading a certificate

S Y N W N~

When a signed certificate is received back from a trusted certificate authority, you can
upload the certificate to the machine.

Note ® The signed certificate must match the CSR created by the machine.
® You must import certificates in the DER encoded PKCS #7 format only.

Click [Security] on the [Properties] screen.

Click [Machine Digital Certificate Management].

Click [Upload Signed Certificate].

If the certificate is password protected, type the password and retype to verify.
Click [Browse], navigate to the signed certificate in ".crt” format, and click [Open].

Click [Import].

Specifying a certificate to use

~

O

Click [Security] on the [Properties] screen.
Click [Certificate Management].

Select [Local Device] for [Category] and [S/MIME] for [Certificate Purposel.

Note e Set [Certificate Order] as necessary.

Click [Display the list].
Select a certificate from the list and click [Certificate Details].

Click [Use this certificatel.

18



Initial Settings Procedures Using Dell Printer Configuration Web Tool

Note e |f [Use this certificate] is not available, then the selected certificate has expired, or is not
valid. All certificates in the certification path (chain of trust) must be installed on the
machine and be valid.

/ Click [Reboot Machine] if prompted.

Enabling S/MIME communication

] Click [Security] on the [Properties] screen.
2 Click [SSL/ TLS Settings].
3 Check the [Enabled] box for [S/MIME Communication].

SSL/TLS Settings

[JEnabled

4“3 (1-6533)

[CIEnabled
“Disabled

[JEnabled
S/MIME C icati Enabled

Verify Remote Server Certifcat: ClEnabled

» Smart Card Settings

Del Printer Configuration Web Tool for Jal | 1 i i s Ll a4

4 Click [Applyl.
5 Click [Reboot Machine] if prompted.

For more information on the S/MIME settings, refer to "15 Tools" > "Connectivity & Network
Setup” > "Security Settings” > "S/MIME Settings” in the User's Guide.

Set LDAP Server

Configure the LDAP server settings to use the Access Control feature.

Click [Connectivity] on the [Properties] screen.
Click [Protocols].

Click [LDAPI.

Click [LDAP Server].

G RN W N~

On the each menu, make the following settings:
 |P Address/Hostname

» Port number

» LDAP Server

» Search Directory Root

Note e Enter the distinguished name of the root node. (Example: CN=users, DC=mydomain,
DC=dell, DC=com)

» Login credentials to Search Entries

19



2 Installation

Note ® Using system credentials to authenticate to an Active Directory LDAP server, you must use
the format "domain\user”.

LDAP Directory
1

IP Address /Host Name & Port: 389
Backup IP Address / Host Name & Port: 389

©olf_| |LDAP Server: “Other Applications

Search Directory Root: I

Login Credentials to Search Entries:

Login Name:

Password:

RetypePasswords  esessssssesessssesesssseses

e =
Search Time-Out: (©) Use LDAP Server Timeout

© Wait 30 Seconds(3 - 120)
LDAP Referrals: [JEnabled
LDAP Referral Hop Limit: 5 -9
d
T — T

"Del Printer Configuration Web Tool for Jsii ™ s sk L ¥

6 Click [Apply].
/ Click [Reboot Machine] if prompted.

Set Kerberos Server

Configure the Kerberos server settings for authentication.

Click [Security] on the [Properties] screen.
Click [Kerberos Server] under [Remote Autentication Servers].

Check the [Enabled] box for [Server Certificate Validation].

N W N~

On the each menu, make the following settings:
e Primary Server Name/IP Address
e Primary Server Port Number

e Domain Name

Generat B
Public Address Book Kerberos Server
» Internet Fax

r— == |

B Kerberos Server 1 efaul)

| |Primary Server Name /IP Address:

Primary Server Port Number: )
> /1P Adiress:

Secondary Server Port Number: )

Domain Name:

Primary Server Name / IP Address:

Primary Server Port Number: 88
Del Printer Configuration Web Tool for T i e 17 i it

5 Click [Applyl.
6 Click [Reboot Machine] if prompted.

20



Initial Settings Procedures Using Dell Printer Configuration Web Tool

Set Certificate Revocation Retrieval

Perform either of the following steps to configure the Certificate Revocation Retrieval
settings.

Using CRL method

] Click [Security] on the [Properties] screen.
2 Click [Certificate Revocation Retrieval settings].

3 Select [High] for [Level of Certificate Verification].

15 Seconds (3-60)

Del Printer Configuration Web Tool for bl 8/t s (il | s 1

4 Select [By Retrieving CRL] for [Retrieval of Certificate status].
5 Check the [Enabled] box for [Auto Retrieval of CRLI.

6 Click [Applyl.

/ Click [Reboot Machine] if prompted.

21



2 Installation

Using OCSP method

] Click [Security] on the [Properties] screen.
2 Click [Certificate Revocation Retrieval settings].

J Select [High] for [Level of Certificate Verification].

Del Printer Configuration Web Tool for bl 8/t s (il | s 1

N

Select [By OCSP] for [Retrieval of Certificate status].

TN

Select [URL As Specified by Administrator] for [Send Query to OCSP Responder
Withl.

Set the URL of OCSP for [URL of OCSP Responder].
Uncheck the [Enabled] box for [Auto Retrieval of CRL].
Click [Apply].

© S NS

Click [Reboot Machine] if prompted.

Set FIPS140-2

Click [Security] on the [Properties] screen.
Click [FIPS140 Validation Mode].

Check the [Enabled] box.

Click [Apply].

G N WN N

Click [Reboot Machine] if prompted.

22



Initial Settings Procedures Using Dell Printer Configuration Web Tool

Set User ID Case Sensitivity

] Click [Security] on the [Properties] screen.
2 Click [User Details Setupl.

J Select [Non-Case Sensitive] for [User ID for login].

User Details Setup.

Alternative Name for User ID:

Mask User ID (+*+%): “Show +

Failed Access Log: 10 Attempts (00, 1-600)

User ID for Login: “Case Sensilive

WebDAV

Bonjour

wsp i
:

» Store & Send Link
» Store t0 USB
» Media Print

Del Printer Configuration Web Tool for Hed I8 e len " T e | 1

4 Click [Applyl.
5 Click [Reboot Machine] if prompted.

Disable Plug-in Settings

Note ® Plug-ins cannot be used together with the Smart Card Reader.
] Click [Security] on the [Properties] screen.
2 Click [Plug-in Settings] under [Plug-in Settings].
J Uncheck the [Enabled] box.

Del Printer Configuration Web Tool for el s sk 1 ¥

4 Click [Applyl.
5 Click [Reboot Machine] if prompted.

23



2 Installation

Initial Settings Procedures Using Control Panel

This section describes the initial settings related to the Smart Card solution, and how
to set them on the machine’s control panel.

Authentication for entering the System Administration mode ..., 24
Check the SYStemM CLOCK ... 25
Set NTP Time SynCNronization ..o 25
St AUTNENTICAtION .. e 26
Set Use Of SMAIT Card ..o 28
SELACCESS CONIOL i 29
Set Private Charge Print. .o 32

Authentication for entering the System Administration mode

] Press the <Log In/Out> button.

<Log In/Out> button

2 Enter "admin” with the keyboard displayed. [P
This is the factory default ID. P m—

When a passcode is required, select [Next]
and enter "1111" from the keyboard.

3 Select [Enter] on the touch screen.

4 Select [Tools].

i)
= (=
Copy Fax/ Internet Fax
=] (=
Simple Copy Simple Fax Scan to PC
Store to Folder

24



Initial Settings Procedures Using Control Panel

Check the system clock

7

5
6

7

Select [System Settings] on the [Tools]
screen.

Select [Common Service Settings].

Select [Machine Clock / Timers].

Tools

System Settings

Setup
Accounting

Authentication /
Security Settings

Group

» Common Service
Settings

2 Copy Service Settings

Connectivity &
Network Setup
2 Print Service Settings

2 Scan Service Settings

2 Fax Service Settings

+ Close

Features

Machine Clock / Timers...
Power Saver Settings...
Audio Tones...

Screen / Button
Settings...

Paper Tray Settings...

Image Quality
Adjustment...

You can check the time and the date of the system clock. If you need to change the
time and the date, refer to the following procedures.

Select the required option.

Select [Change Settings].
Change the required setting.

Select [Savel.

Note
time sync.

Set NTP Time Synchronization

Machine Clock / Timers

Current Settings

10 Minutes

Change Settings

1. Date

Date Format

Cancel

Month
112

® Kerberos authentication will not function properly without the machine and server being in

7

2
J

The following steps are optional. You can configure the NTP Time Synchronization

settings.

Select [System Settings] on the [Tools]
screen.

Select [Common Service Settings].

Select [Machine Clock / Timers].

Tools

System Settings

Setup
Accounting

Authentication /
Security Settings

Group

» Common Service
Settings

2 Copy Service Settings

2 Connectivity &
Network Setup

a Print Service Settings
2 Scan Service Settings

2 Fax Service Settings

+ Close

Features

Machine Clock / Timers...
Power Saver Settings...
Audio Tones...

Screen / Button
Settings...

Paper Tray Settings...

Image Quality
Adjustment...

25



2 Installation

4 SeleCt [NTP Tlme SynChronization]. Machine Clock / Timers

Items Current Settings
1 Date

2 Time

10 Mintes Change Settings

5 Select [Change Settings].

5 Se leCt [O n] . 3. NTP Time Synchronization Cancel

7/ Select [Savel.

8 Select [Time Server Address]. Machine Clock / Timers

Items Current Settings
1. Date
2 Time

3 NIP Time

10 Minutes Change Settings

9 Select [Change Settings].

70 Enter the IP address of the server in which ] Time Server Address Xcancel | o save
the network time will be synched with. 5 DdeteTex

Backspace

Shift

More Characters

17 Select [Savel.

Set Authentication

] Select [Authentication / Security Settings] on  [EReE v close
the [TOO[S] screen. System Settings Group Features

» System Administrator System Administrator's

Setup Settings
A Authentication dministrator's

Accounting
 Allow User to Disable

Active Settings...
LU . Job Status Default

Security Settings

2 Overwrite Hard Disk

2 Select [Authentication].

26



Initial Settings Procedures Using Control Panel

3

4

S

10

17
12

Select [Login Typel.

Select [Login to Remote Accounts].

Select [Save].

Select [System Settings] on the [Tools]
screen.

Select [Connectivity & Network Setup].

Tools

System Settings Group

4 System Administrator
Setup Settings
» Authentication

Accounting
Allow User to Disable

N
Active Settings...
Authentication /
b Stat
Securtty Settings 4 Job Status Default

2 Overwrite Hard Disk

« Close
Features
Login Type.
Access Control...

Create / View
User Accounts...

Reset User Accounts...

Create Authorization
Groups.

User Detalls Setup...

Login Type

Tools

System Settings Group
. Common Service
Settings

Setup
2 Copy Service Settings
Accounting
2 Connectivity &
Network Setup

putientcation . Print Service Settings

Security Settings

2 Scan Service Settings

2 Fax Service Settings

Select [Remote Authentication / Directory Servicel.

Select [Authentication System Setup].

Select [Authentication System].

Select [Change Settings].

Select [Kerberos (Windows 2000)] or
[Kerberos (Solaris)] according to your
environment.

Cancel

ote authentication

accounting will be automatically disabled

« Close

Features

Machine Clock / Timers...
Power Saver Settings...
Audio Tones...

Screen / Button
Settings...

Paper Tray Settings...

Image Quality
Adjustment...

Remote Authentication / Directory Service

Kerberos Server
Settings

Authentication System

SMB Server Settings

LDAP Server /
Directory Service Settings

Authentication System Setup

Current Settings

Change Settings

1. Authentication System

SMB

Authentication Agent

Cancel

27



2 Installation

13 Select [Savel.
74 Select [Close] twice.

Set Use of Smart Card

] Select [Authentication / Security Settings] on
the [Tools] screen.

2 Select [Authentication].

3 Select [User Details Setup].

4 Select [Use of Smart Card].

5 Select [Change Settings].
6 Select [Enabled].

7/ Select [Savel.
8 Select [Smart Card Link Mode].

9 Select [Change Settings].

Tools + Close

System Settings Group Features

» System Administrator System Administrator's
Setup Settings
4 Authentication istrator's

Accounting
2 Allow User 10 Disable

Active Settings...
phuthentication 2 Job Status Default

Security Settings

2 Overwrite Hard Disk

Tools + Close

System Settings Features
Administrator Login Type.
Setup
ication Access Control...

Accounting

a Allow User to Disable Create / View

Active Settings... User Accounts...

Authentication / 2 Job Status Default Reset User Accounts...

Security Settings

2 Overwrite Hard Disk Create Authorization
Groups...

User Details Setup...

User Details Setup

Current Settings

Change Settings

6. Use of Smart Card

Disabled
Enabled

Er

User Details Setup

Current Settings

Do Not Delete.

Change Settings

28



Initial Settings Procedures Using Control Panel

10 Select [No Passcode Required]. 8. Smart Card Link Mode canc

17 Select [Savel.

12 Select [Smart Card Certificate Verification]. User Details Setup

Current Settings

Do Not Delete

Change Settings

13 Select [Change Settings].

74 Se leCt [ E Nna b led] . 9. Smart Card Certificate Verification Cancel

Disabled

" Enabled

15 Select [Savel.

Note e After the Smart Card feature is enabled and the machine reboots, the machine may receive
a "121-318" fault code. This is normal, and the machine will reboot again after several
seconds.

® Generally, the object identifier settings for Smart Card certificate are not required. For
more information, refer to "Smart Card Certificate - Object Identifiers” (P.50).

Set Access Control

] Select [Authentication/Security Settings] on  [EIEE v close
the [Toolsl screen. System Settings WGrous Features

» System Administrator System Administrator's
Setup Settings Login ID
 Authentication System Administrator's

Accounting Passcode.
Allow User to Disable

Active Settings...
Authentication /
b Stat
Securtty Settings 4 Job Status Default

2 Overwrite Hard Disk

2 Select [Authentication].

29



2 Installation

3

4

5

6

10
17
12

Select [Access Control].

Select [Device Access].

Select [Locked].

Select [Savel.

Select [Service Access].

Select an item (i.e. [Copyl) then [Change
Settings].

Select [Unlocked], [Locked (Show Icon)], or
[Locked (Hide Icon)].

Select [Savel.
Perform steps 8 to 10 for each item.

Select [Close].

Tools

System Settings Group

2 System Administrator
Setup Settings

Accounting

» Authentication

Allow User to Disable
Active Settings...

Authentication /
Security Settings

4 Job Status Default

 Overwrite Hard Disk

+ Close

Features

Login Type...
Access Control...

Create / View
unts...

Reset User Accounts...

Create Authorization
Groups.
User Details Setup...

Access Control

Device Access

Service Access

Feature Access

Device Access

Unlocked

T Locked

Cancel

Access Control

Device Access

Service Access

Feature Access

Service Access

Items

Current Settings

[y

1. Service Access - Copy

Unlocked

T Lodke

Locked (Hide Icon)

Cancel
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74

15

16
17

Select [Feature Access].

Select an item (i.e. [Color Copying]) then
[Change Settings].

Select [Unlocked] or [Locked].

Perform steps 14 and 15 for each item.

Select [Close].

Access Control

Feature Access

Items Current Settings
[1 Color Copying Unlocked

Locked

Change Settings

1. Color Copying

™ Urlocked

Locked
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Set Private Charge Print

4

© S NSO O

10
17

Configure the settings for using Private Charge Print.

The Private Charge Print feature allows you to temporarily store print data for each
authentication user ID, and request on the machine’s control panel to print the data.

Select [Authentication / Security Settings] on
the [Tools] screen.

Select [Authentication].

Select [Charge / Private Print Settings].

Select [Receive Control].

Select [Change Settings].

Select [Save as Private Charge Print Jobl.
Select [Job Without User ID].

Select [Delete Job].

Select [Savel.

Select [Save].

Select [Close].

Tools

System Settings
Setup
Accounting

Authentication /
Security Settings

Tools

System Settings
Setup
Accounting

Authentication /
Security Settings

Group

» System Administrator
Settings
2 Authentication

2 Allow User 10 Disable
Active Settings...
2 Job Status Default

2 Overwrite Hard Disk

Administrator
ication
Allow User to Disable
Active Settings...

2 Job Status Default

2 Overwrite Hard Disk

« Close

Features
System Administrator's
Login ID...

System Administrator's
Passcode...

« Close

Features

Access Control.

Create Authorization
Groups...

User Details Setup...

Maximum Login Attempts
by System Administrator...

Passcode Policy...

Charge/ Private
Print Settings...

Charge / Private Print Settings

Items

1. Receive Control

Current Settings

Print Job.

Change Settings
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Initial Settings Procedures Using Printer Driver of User Client

Initial Settings Procedures Using Printer Driver of User Client

This section describes the initial settings related to the Smart Card solution, and how
to set them on the printer driver.

Note ® The procedures may vary depending on the version of your driver and the operating
system of your computer.

Configure the User Account

] Right-click on the printer icon.

2 Select [Printer properties] from the displayed menu.
Note o |f [Printer properties] is not displayed, click [Properties].

3 The [Properties] dialog box on the printer driver is displayed.
4 Click the [Configuration] tab.
5 Click [Accounting].

/ Select [Enter owner namel] for [Specify Job Owner Name].

8 Enter the ID for [User ID].
Note ® D is the user name of certificate in the Smart Card.

9 Click [OK].
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3 Usage Examples

This chapter describes the operations using the Smart Card to use security features
for authenticated users.

o USer AUTNENTICATION ..o, 36
« Digital Signature for S/MIME ... 37
+ Digital Signature for SCan FileS ... 38

o Private Charge Print. .o 39



3 Usage Examples

User Authentication

You can log in and out of the machine using a Smart Card.

Note ® The screen display varies depending on the configuration of the machine.

] Insert a Smart Card into the attached card = p— = anolege

E_E <'§ % L S::ee:

rea d er. Copy Fax/ Internet Fax E-mail Brightness

@ = —
Simple Copy Simple Fax Scan to PC E

Activity Report

'\% '\% E Fax Receiving
] ] Mode
Store to Folder Send from Folder Stored]
Brogramming| Print Mode

-1 Requires Login

2 Enter the PIN (Smart Card Passcode) with & Login Xcancel | v Enter
the numeric keypad or the keyboard m— o peleeTen
displayed.

Backspace

Shift

More Characters

J Select [Enter].
4 Once validated, all features that you are = = e
allowed to use become available. cony hm ool
If an authentication ends abnormally due to an E_E = ] E
error and an error message is displayed, refer to SmplaCopy e cntape E Cellbration
Activity Report

1/2
"Error Messages” (P.42) to rectify problems. " "
(] (] = T e
Store to Folder Send from Folder Pm:r‘:rf:‘ing ——
rint Mode

5 To end the session, remove the card from the card reader.
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Digital Signature for S/MIME

Digital Signature for S/MIME

You can use the digital signature feature for the E-mail service.

E_E (,g Language
. Screen
Copy. Fax/ Intemet Fax Brightness
= = - B
1 2 calibration
Simple Copy Simple Fax Scan to PC E
Activity Report
_¥ _1t E
Store to Folder Send from Folder Stored]
Programming

2 Select [E-mail Options]. Advareed [ tayour | Emal Optos

Jm  Quality / File Size. File Format... a Read Receipts...
E o &

] Select [E-maill on the [Home] screen.

Fax Receiving
Mode

Print Mode

Quality: Higher +2 TIFF / JPEG Auto Select off
File Size: Larger +2

File Name... Reply To... Encryption...
& Ry g Eneop
Auto Name off

Digital Signature
off

3 Select [Digital Signature].
4 Select [Sign With Smart Card Certificate]. [E=Digital Signature Xcancd | v save

[

Sign With
V' Device Cert

SignWith Smart
V' Card Certificate

5 Select [Savel.
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3 Usage Examples

Digital Signature for Scan Files

You can use the digital signature feature for the Scan to PC service.

] Select [Scan to PC] on the [Home] screen. = =
E 1 Screen
Copy Fax/ Internet Fax Brightness
= (=] L]
- =
Simple Copy Simple Fax Scan to PC E
w [ = | B
Store to Folder Send from Folder e,
B

2 Select [ File Forma t] . j) SeantoPC [ Advanced Layout Filing Options

Settings Adjustment

TIFF / JPEG Auto Select
. Transfer s
e erver
Protocol...
SMB TIFF
Shared Name

[ AdressBook-

Savein

[F] Browse..

User Name

Preview Password m
Color 2 Sided Original Type File Format
Scanning [ Scanning |4 E NT x®

Black & White 1 Sided Text TIFF / JPEG Auto...

J Select [Morel.
4 SeleCt [PDF] "l File Format X cancel + Save

TIFF / JPEG Compression j PDF Security...
Auto Select B icthod.. ]

Auto off
TIFF

PDF
C sumhae

= Single File for Image Only Optimize For
Each Page Quick Web View

# PDF Signature...
e

off

5 Select [PDF Signaturel.

6 Select [Sign With Smart Card Certificatel.  File Format - PDF Signature Xcancd | v save

Sign With
V' Device Cert

SignWith Smart
V' Card Certificate

/ Select [Savel.
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Private Charge Print

Private Charge Print

The Private Charge Print feature allows you to temporarily store print data for each
authentication user ID, and request on the machine’s control panel to print the data.

The following describes how to print or delete a job stored with the Private Charge
Print feature.

] Press the <Job Status> button.

Machine Status ~ Power Saver

Clear All

Interrupt @ Stop

Start

Main
Datay  Errorl_ Power®
==

<Job Status> button

2 Select [Private Charge Printl. hetive dobs [ complered  [IESRRIT

s Private Charge Print.. P

= Sample Set.. = Delayed Print...
- O

Charge Print...

=

=3 Public Folder... E Undelivered Faxes...
(=

J Selecta job to be printed or deleted. & usert Bl | od

Number of selected jobs: 1/1

PG
< 2013/02/14 1893 s 1 "yauto [P 1Sided [l OFf

¢ Select All Delete 1 set(s) Print

4 Select any option.

5 When printing, specify the number of print sets using the numeric keypad.
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4  Problem Solving

This chapter describes solutions to problems that you may come across while using
the machine.

o EITOr MESSATES oo 42

o TeCNNICAl SUPDOI ..o, 45



4 Problem Solving

Error Messages

The machine has certain built-in diagnostic capabilities to help you identify problems
and faults, and displays error messages on the control panel, whenever problems or

conflicts occur.

The followings are error messages related to the Smart Card solution.

Ul Message Cause and Remedy
Message: [Cause] Incorrect PIN has been entered.
Ianiz/oarézcnt passcode [Remedy] Carefully re-enter the PIN.
' [Caution] Consecutive incorrect entries may lead to
your card being locked.
Message: [Cause] The card has been locked due to many

The passcode entered was
incorrect and the card has now
been locked.

Please remove your card and
contact the System
Administrator.

failed login attempts.

[Remedy] Contact the Registration Authority to reset
the PIN or to get a new card.

Message:
Operator e-mail Address does
not populate From: field

[Cause] This is usually because the machine does
not trust the certificates on the card.

[Remedy] Make sure that all "Chain of Trust”
certificates are imported on the machine.
Check the Operator’'s CAC to see what root
CA and intermediate CA issued the CAC
certificates.
Try setting the Certificate Revocation
Verification Level = "Low". If fixed, then this
is an indication that OCSP/CRL setting are
incorrect, or the Smart Card certificates
have been revoked.

Fault Code: 016-231
Message:

A fault or an error has occurred.

[Cause] Certificates cannot be read off the card.

[Remedy] Contact the Registration Authority to reload
the certificates or to get a new card.
Check the USB device.

Fault Code: 016-533

Message:
Login failed.
Incorrect authentication system
settings.

[Cause] Kerberos server authentication protocol
error.

[Remedy] The time difference between the machine
and the Kerberos server exceeded the clock
skew limit value set on the Kerberos server.
Check whether the clocks on the machine
and Kerberos server are correctly set. Also
check whether the summer time and the
time zone are correctly set on the machine
and Kerberos server.

Ensure that NTP has been enabled and is
properly configured.
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Error Messages

Ul Message

Cause and Remedy

Fault Code: 016-534

Message:
Login failed.
Incorrect authentication system
settings.

[Cause] Kerberos server authentication protocol
error.

The domain set on the machine does not exist on the
Kerberos server, or the Kerberos server address set on
the machine is invalid for connection.

Check whether the domain name and the server

address have been correctly set on the machine. For
connection to Microsoft® Windows Server® 2003 or

Microsoft® Windows Server® 2008, specify the
domain name in uppercase.

Fault Code: 018-725

Message:
Login failed.
Incorrect authentication system
settings.

[Cause] User account password is expired.

[Remedy] Renew the password of user account on the
network server.

Fault Code: 018-726

Message:
Login failed.
Incorrect authentication system
settings.

CAC certificate "Chain of Trust” was not
established.

[Cause]

[Remedy] Ensure that the intermediate and root
certificates for the CAC have been uploaded
on the Trusted Certificate Authorities page.

Fault Code: 018-727

Message:
Login failed.
Incorrect authentication system
settings.

[Cause] CAC certificate is revoked or rejected by the

Kerberos server.

[Remedy] When [Level of Certificate Verification] is
[High], ensure that the OCSP server setting
or CRL setting is correct. Ensure that the
CAC certificate is valid.

Fault Code: 018-728

Message:
Login failed.
Incorrect authentication system
settings.

[Cause]

[Remedy] If the CRL/OCSP is outside the firewall and
access to that server requires a Proxy Server,
verify that the Proxy Server has been
configured properly. On the Dell Printer
Configuration Web Tool, select [Properties]
then [Connectivity], then [Protocols] and
then [Proxy Serverl].

Proxy Server was not configured.

Domain Controller “Chain of Trust” was not
established.

[Cause]

[Remedy] Ensure that the intermediate and root
certificates for the Domain Controller have
been uploaded on the Trusted Certificate
Authorities page. If the Domain Controller is
self signed, ensure that the Domain
Controller certificate is uploaded Trusted
Certificate Authorities page.

The Domain Controller Certificate was
revoked or suspended, or has been expired.

[Cause]

[Remedy] Ensure that the Domain Controller
certificate is still valid.

[Cause]
[Remedy] Same as 016-533.

Certificate Time Sync Error.
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4 Problem Solving

Ul Message

Cause and Remedy

Fault Code: 027-708
Message:
Login failed. Untrusted certificate.

[Cause]

A job is aborted by untrusted certificate of
the sender or recipient.

[Remedy] Ensure that the recipient's certificate is valid

and "Chain of Trust” could be established.
Make sure that the e-mail address of the
recipient and the e-mail address of his/her
certificate are the same. Ensure that the
sender’s certificate is valid and "Chain of
Trust” could be established.

Fault Code: 027-779

Message:
Processing has been canceled
due to an error.

[Cause]

SMTP authentication via GSSAPI has failed
on Exchange Server 2003.

[Remedy] Register the service principal to the domain

controller of the domain which Exchange

Server 2003 belongs to.

1) Install the Windows Server 2003 Support
Tools to the domain controller.
http://support.microsoft.com/kb/
926027/

2)Execute the following command at the
command prompt of the domain
controller to register the service principal.

setspn -A smtp/<FQDN of Exchange Server
2003> <host name of the domain controller>

Example:
setspn -A smtp/exchange.example.com host
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Technical Support

Technical Support

If a fault cannot be resolved by following the instructions in the error message, identify
whether it is related to the card reader device or the Dell device.

» For problems with the card reader device
Contact the manufacturer for further assistance.
» For problems with the Dell device

Have your Service Tag and Express Code ready, and visit dell.com/support or
contact Dell's ProSupport Help Desk for assistance by calling 1-866-516-3115, or by
e-mailing imaging_Solutions_Support_CAC@dell.com.

Service Tag and Express Code

Use the Service Tag and Express Code to identify your device when you contact
support.

You can check them in the following procedures.

] Press the <Machine Status> button.

2 Check the Service Tag and the Express Code displayed on the screen.
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5 Appendix

This chapter provides the list of configuring procedures.
o List of Configuring ProCeAUIES ..o,
» Smart Card Certificate - Object I[dentifiers ...



5 Appendix

List of Configuring Procedures

The following table is the list of configuring procedures.

Note

® To configure the settings using the control panel, login as an administrator and select
[Tools] on the [Home] screen, then follow the remaining navigation steps noted in the

table.

® To configure the settings using Dell Printer Configuration Web Tool, select the [Properties]
tab first and follow the remaining navigation steps noted in the table.

Using Dell Printer Configuration

[User Details Setup] = [User ID
for login]

ltem Using Control Panel Web Tool Default
Create New Certificate | x [Security] = [Machine Digital -
Certificate Management] = [Create
New Certificate]
Set SSL/TLS [Connectivity & Network Setup] | [Security] = [SSL / TLS Settings] Off
- [Security Settings] = [SSL/ TLS
Settings]
Import CA certificates X [Security] = [Machine Digital -
Certificate Management] =
[Upload Signed Certificate]
Set SMTP [Connectivity & Network Setup] [Configuration Overview] = [E- -
- [Machine's E-mail Address / mail] = [SMTP Server]
Host Name]
Set S/MIME [Connectivity & Network Setupl] | [Security] = [SSL / TLS Settings] » | Off
- [Security Settings] = [S/MIME | [S/MIME Communication]
Settings]
Set LDAP Server [Connectivity & Network Setup] | [Connectivity] = [Protocols] = -
- [Remote Authentication / [LDAP] = [LDAP Server]
Directory Service] = [LDAP
Server/Directory Service
Settings]
SetKerberos Server [Connectivity & Network Setup] | [Security] = [Remote -
- [Remote Authentication / Authentication Servers] =
Directory Service] = [Kerberos [Kerberos Server]
Server Settings]
Set Certificate [Connectivity & Network Setup] [Security] = [Certificate Revocation | Off
Revocation Retrieval - [Security Settings] = Retrieval settings]
[Certificate Revocation Retrieval
settings]
Set FIPS140-2 [Connectivity & Network Setup] | [Security] = [FIPS140 Validation Off
- [Security Settings] = [Other Model]
Settings] = [FIPS140 Validation
Mode]
Set User ID Case [Authentication / Security [Security] = [User Details Setup] = | Case
Sensitivity Settings] = [Authentication] = [User ID for login] Sensitive

Check the system clock

[System Settings] = [Common
Service Settings] = [Machine
Clock / Timers]
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List of Configuring Procedures

temn Using Control Panel Using Dell Printer Configuration Default
Web Tool

Set NTP Time [System Settings] = [Common X -

Synchronization Service Settings] = [Machine
Clock / Timers]

Set Authentication [Authentication / Security [Security] = [Authentication Off
Settings] = [Authentication] = Configuration]
[Login Typel

Set Use of Smart Card | [Authentication / Security [Security] = [Smart Card Settings| Off
Settings] = [Authentication] = - [Generall
[User Details Setupl

Set Access Control [Authentication / Security [Security] = [Authentication Off
Settings] = [Authentication] = Configuration]
[Access Control]

Set Private Charge Print | [Authentication / Security X Off
Settings] = [Authentication] =
[Charge / Private Print Settings]
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Smart Card Certificate - Object Identifiers

Generally, the object identifier settings for Smart Card certificate are not required.

By default, the machine automatically switches the object identifier settings
depending on the type of the Smart Card you use as shown in the table below.

CAC, 144K CAC PIV
Object Identifier of Authentication Certificate 0101 0101
Object Identifier of Signing Certificate 0101 0100
Object Identifier of Encryption Certificate 0102 0102

If there is a need to adjust the Smart Card identifiers, then use the Dell Printer
Configuration Web Tool ([Properties] > [Security] > [Smart Card Settings] > [Certificate
Settings]). By default, all of the screen fields are blank.
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